Monutuka
B OTHOLLEHMN 06paboTKM NnepCcoHaNIbHbIX AAHHbIX
B NMpeacraButenbcrBe akUMOHepHOro obuwecrea «CaHodpu-

aBeHTuc rpyn>» (®paHumsa), r.MockBa

1. BBeaeHue

1.1. BaxHehwmMM yCcnoBMeM peanusaumm LUenen aeaTenbHoCTU [peacTaBUTENbCTBA
akumoHepHoro obuwectsa «CaHodpu-aseHTUC rpyn» (®paHuma), r. Mocksa (ganee
«Onepatop» wunu «KomnaHua») sdABnsetca obecneyeHne Heobxoaumoro u
AOCTaTOYHOro YpoBHS MHGpOpPMauMoHHOMK 6e3onacHOCTM MHMOpMaUnKM, K KOTOpPOW, B
TOM 4MCNEe, OTHOCATCS NEPCOHAaNbHbIE AAHHbIE.

1.2.Monntnka Onepatopa B OTHOWEHMU 06paboTKM mepcoHanbHbIX AaHHbIX (ganee -
«MonoxeHne») onpegenser nopsaok cbopa, XpaHeHus, nepegadn U WHbIX BUAOB
06paboTKM NepcoHanbHbIX AAaHHbIX B OpraHusaunm OnepaTopa, a TakxXe CBeAeHUs o
peanunsyemblix TpeboBaHMAX K 3aliMTe NepCcoHasibHbIX AAHHbIX.

1.3.Monntnka paspaboTtaHa B COOTBETCTBMM C AENCTBYOLWMM 3aKOHOAATENLCTBOM PO.
2. CocTtaB nepcoHasibHbIX AaHHbIX

2.1.CBeneHnsaMn,  COCTaBASAOLWMMUM  MepcoHasnbHble  AaHHble, aABndeTca  nwobasd
MHOpMaUKns, OTHOCALWAACA K MpsSAMO  WUAM  KOCBEHHO oOrnpeaefnieHHOMY  Unu
onpeaensemomMy dusmyeckoMy nuuy (CybbekTy nepCoHanbHbIX AaHHbIX). JeTanbHbln
nepedyeHb MepCcoHasnbHbIX [AaHHbIX QUKCUPYETCa B JIOKaNbHOM HOPMaTUBHOWM
AokyMeHTaunu OnepaTtopa.

2.2.Bce obpabaTbiBaeMble OnepaTtopom nepcoHanbHble AaHHble ABNSAIOTCA
KoHdUAEHUMANbHOW, CTPOro OXpaHsaeMon UuHdopMaumMen B COOTBETCTBUM C

3aKoHOA4AaTeNbCTBOM.
3. Llenin 06paboTkn nepcoHasibHbIX AAaHHbIX

3.1.MepcoHanbHble pAaHHble o6pabaTtbiBatoTca OnepaTopoM B uUensax odgopMeHus
TPYAOBbIX W  MHbIX [AOrOBOPHbIX OTHOLWEHWI, KagpoBoro, 6yxrantepckoro,
HanoroBoro y4yera, a TakKxXe B LUENsX OCYWeCTBNeHNs [OesTeslbHOCTU B BuAae
PO3HMYHOM W OMTOBOM TOProBAM MO OCHOBAHWAM, TMpPeayCMOTPEeHHbIM CT.22
QdepepanbHOro 3akoHa ot 27.06.2006 N2152-®3, 85-90 Tpyaosoro kogekca PO.

3.2.KoMnaHus B uUensx Hagnexalwlero WMCcnosiHeHuss cBomx obssaHHocTen OnepaTopa
nepcoHanbHbIX AaHHbIX obpabaTbiBaeT cCredylowmne nepcoHanbHble AaHHble,

HeobxoanMbie ANs Hagnexawero NCNoJsIHeHnS AOroBOPHbIX obs3aTenbCTB:



. nepcoHasbHble AaHHble  paboTHMKoOB OnepaTopa, COCTOSIWMX B TPYAOBbIX

OTHOWeHnsX ¢ OnepaTopomM;

. nepcoHasibHble AaHHble WHbIX CIDVI3VI‘-I€CKVIX aumy, B TOM 4ucne, HO He

orpaHunymBadcChb, CoOCTOoAWMUX B  AOroBOPHbLIX, Y4YEeHUYEeCKUX, rpa>aaHCKo-
MpaBoBbIX OTHoWweHUAX ¢ OnepaTopoM, B TOM 4uC/e, HO He OrpaHW4YMBasiCb,

YUEHMKOB, CTaXXepoB, NOKynaTenei, aKCnepToB, KaHANAATOB, UHbLIX NNL,.

4.Mopspok cbopa, xpaHeHUs, nNepeaayY M MHbLIX BUAOB

06paboTKN NepcoHasibHbIX AAHHbIX

4.1.

4.2.

O6paboTka nepcoHanbHbIX AaHHbIX, ocyllecTBnsieMass 6€3 Mcnosb3oBaHUA CPeacTs
aBTOMaTu3auMun, OCYLLUEeCTBASeTCs Takum o06pa3oM, 4Tobbl B OTHOWEHWUM KaXkaoM
KaTeropmm mnepcoHanbHbIX AaHHbIX MOXHO 6bl10 onpeaennTb MecTa XpaHeHus
nepcoHanbHbIX JAaHHbIX (MaTepuanbHbiX HocuTenen). OnepaTopoM YCTaHOBEH
nepeyeHb NN, OCYLLECTBASAILWMX 06paboTKy nepCcoHanbHbIX AaHHbIX TM60 nMeWwmnx
K HuM poctyn. ObecneumBaeTca pasgenbHOe XpaHeHWe MepCoHaNbHbIX AAHHbIX
(MaTepuanbHbIX HocuTenen), obpaboTka KOTOPbIX OCYLLECTBASIETCS B pa3/INYHbIX
uensix. Onepatop obecnedymBaeT COXPaHHOCTb MEPCOHAsSIbHbIX AAHHbLIX U MPUHUMAET
Mepbl, UCKJTOYaOLWMe HECAHKLMOHMPOBAHHbIA AOCTYN K NEPCOHasIbHbIM AaHHbIM.

O6paboTka nepcoHanbHbIX AaHHbIX, OCyLlecTBAsieMass C UCMONb30BaHMEM CpeacTs
aBTOMaTusauMu, nNpoBOAUTCS MPU YCIOBUW BbLIMOSIHEHUS CNeayWwmMx AeNCTBUN:
OnepaTop nposoanT TeXHMU4Yeckmne MeponpusaTuS, HanpaBNeHHble Ha
npeaoTBpalleHne HECaHKLUMOHMPOBAHHOIO AO0CTyNa K MepCOHasibHbIM AaHHbIM U
(nnn) nepepaum mx nuuam, He MMEKLWKMM MnpaBa AOCTyna K TakoW WHdopMauuu;
3alUUTHbIE WHCTPYMEHTbI HACTPOEHbl Ha CBOEBpeMeHHoe obHapyXeHue dakToB
HECaHKLMOHMPOBAHHOIO A0CTyMNa K MepCOHasibHbIM AaHHbIM; TEXHUYECKME CpeacTBa
aBToOMaTU3npoBaHHOM 06paboTKM NepcoHanbHbIX AaHHbIX W30AMPOBaAHbl B LEAX
HeAoNyLWeHNs BO3AENCTBUS HAa HUX, B pe3ynbTaTe KOTOPOro MoXeT 6biTb HapyLleHo
nx pyHKunoHnposaHmne; OnepaTop NpPoOU3BOAMT pe3epBHOE KOMMPOBaAHME AaHHbIX, C
TeM, 4yTObbI UMeTb BO3MOXHOCTb He3amMenInTeNnbHOro BOCCTAHOBNEHUS
NepcoHanbHbIX AAHHbIX, MOAUMUUNPOBAHHBIX WAN YHWUYTOXEHHbIX BCIeACTBUE
HECaAHKLMOHMPOBAHHOIO0 AOCTyNa K HMUM; OCYLLEeCTBASET MOCTOSAHHbIA KOHTPOJb 3a

obecneveHnem YPOBHA 3alLMWLEHHOCTU NEPCOHA/IbHbIX AAHHbIX.

5. CBegeHunsn o peanmsyeMbix TpeboBaHMAX K 3awymTe

nepCoHaJibHbIX AadHHbIX.

5.1.

OnepaTop NPOBOAWT C/eAylolune MeponpuaTus: onpeaensieT yrposbl 6e30MacHoCTU

NnepcoHasnbHbIX AaHHbIX NpU UX 06paboTke, GOPMUPYET HA UX OCHOBE MOAENN Yyrpos;

ocywecTBnser pa3paboTKy Ha OCHOBE MOAENM Yrpo3 CUCTEMbl  3allUThbI
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rnepcoHanbHbIX AaHHbIX, obecneuymBarLlenn HeNTpanusauuo npegnosiaraeMbliX yrpo3
C WCnoJib30BaHMeM MeToAoB W crnocoboB 3awuTbl  MepCOHasibHbIX  AAHHbIX,
npeayCMOTPEHHbIX ANs COOTBETCTBYHOLWMX WMHPOPMAUMOHHbBIX CUCTEM; MpPUHUMaET
Mepbl K (OPMMPOBAHMIO MpeaBapUTENIbHOro MJlaHa MpoBeAEeHMS MPOBEPOK
FOTOBHOCTM HOBbIX CPEeACTB 3alunTbl MHMOPMaLMKM K UCMONb30BAHMIO C COCTaBNEHNEM
3aK/IOYEHNI T O BO3MOXHOCTM WX 3KChayaTauum; nMpuHUMaeT Mepbl K MpoBeAEHMIO
aHanmsa o Heo6xoAMMOCTU YCTaHOBKWM W BBOAA B 3KCMyaTaumio AOMNOAHUTENbHbIX
CpeacTB 3alnTbl MHPOPMaUMM B COOTBETCTBUM C 3KCMAYATALMOHHOW U TEXHNYECKOM
AOKyMeHTaumemn; npmu Heobxoammoctn nposoamt obyuyeHne coTpyaHukos KomnaHum,
MCNONAb3YIOLWNX CpeacTBa 3awunTbl MHOPMaUMn, npumeHsemble B MHOOPMaLMOHHbIX
cucteMax, npasmnam paboTbl C HMMW; OCYLLECTBAAET y4yeT Aul, AONYLWEHHbIX K
paboTe C nepcoHanbHbIMWU AAHHbIMW B WMHMOPMALMOHHOM CUCTEME; OCYLLeCTBNsSEeT
KOHTPOJ/Ib 3a COBNI0AEHNEM YCIOBUI MCNOMb30BaHNSA CPeACTB 3alunTbl MHPOpMaLmu,
NpefyCMOTPEHHbIX 3KCMIYyaTaUMOHHON W TEXHWYECKOMW [AOKyMeHTauuen; Brpase
MHULUMMpoOBaTb pas3bupaTtenbCTBO UM COCTaBNeHWE  3akn4deHnit no  daktam
HecobnAeHUA  YCNOBUM  XpaHeHus HocuTenen NepPCOHaNbHbIX  AaHHbIX,
MCNONb30BaHMUA CPeACTB 3aluTbl UHMOPMaUUM, KOTOpble MOryT MpPUBECTU K
HapyWweHNIo  KOHPUAEHUMANBbHOCTM  MEpPCOHasbHbIX  AAHHbLIX  WAM  ApYIrUM
HapyLWeHNsaM, MPUBOASALLMM K CHUXEHWI YPOBHS 3alUMLLIEHHOCTW MepCoHanbHbIX
[aHHbIX, pa3paboTKy W MpUHATME Mep MO MpPeAOoTBPALLEHMIO BO3MOXHbIX OMACHbIX
nocneacTsMin NOAOGHbIX HapyLIEHWN; OCYLLUEeCTBASEeT UHble Mepbl. Ona pa3paboTku u
OCYLLEeCTBAEHUS KOHKpPETHbIX Meponpuatuii no obecnedeHuntio 6e30nacHOCTU
nepcoHanbHbIX AaHHbIX Mpu ux obpaboTke B HHOPMaLMOHHON cucteMe OnepaTopoMm
WM YNOSIHOMOYEHHbIM  JIMLOM  OTBETCTBEHHbIM  ABASIETCA  nNogpasjeneHue
MH(OPMaUNOHHBIX TexHosnormn OnepaTtopa. Jinua, AOCTYN KOTOPbIX K NepcoHanbHbIM
OaHHbIM, ob6pabaTbiBaeMbiM B WHGOPMaAUMOHHOM cucteme, Heobxoaum ans
BbIMOJIHEHMUS CNy>XebHbIX (TpyAoBbIX) obszaHHOCTEN, aonyckarTcs K
COOTBETCTBYIOWMM MepCOHasibHbIM AaHHbIM HAa OCHOBAHWW CMUCKa, YTBEPXAEHHOro
OnepaTtopoM. 3anpocbl nonb3oBatenen MHMOPMALMOHHOM CUCTEMbI Ha MOSy4vYeHue
NepCcoHanbHbIX AaHHbIX, @ TakxXe (akTbl NpefoCTaBeHUs NepcoHanbHbIX AAHHbIX MO
3TUM 3anpocam perncTpmpytoTcs aBTOMaTM3UPOBAHHbIMU cpeacTBamu
MHDOPMALUMOHHOM CUCTEMbI B 3M1EKTPOHHOM XypHane obpaweHnii. CogepxaHue
3N1EeKTPOHHOr0 XypHana obpalleHnii nepuoanyeckm nNpoBepseTcs COOTBETCTBYOLWMMNU
AOMMKHOCTHbIMM nuamu (paboTHukamum) Onepatopa WAM YNOMHOMOYEHHOro nuua.
Mpu obHapyXeHUW HapyleHUn nopsaka npeaocTaBNeHWUS MepPCOHaNbHbIX AdHHbIX
Onepatop wWAM YMNOSIHOMOYEHHOE /MU0 He3aMealUTeNbHO MNpPUOCTaHaBAMBaOT
npeaocTtaBneHne nepcoHanbHbIX AAHHbLIX NONb30BaTENSAM MHMDOPMALMOHHON CUCTEMBI

[0 BbISIBJIEHUS NMPUYNH HAPYLUEHUNA U YCTPAHEHMUS STUX NPUUMH.



6. NMpaBa n o6s13aHHOCTN OnepaTopa

6.1. KomnaHug kak Onepatop nepcoHasibHbIX AaHHbIX BNpase:
e OTCTamBaTb CBOWU UHTEPECHI B CyAE,

e MpeaocTaBnATb MepCoHasbHble [AaHHble CYy6beKTOB TpeTbMM fMuaM, €eciuM 3To
npefycMOTPEHO NeACTBYIOLWMM 3aKOHOaTeNbCTBOM (HanoroBsble,

NnpaBooOXpaHUTEeNbHbIE OpraHbl U Ap.);

e OTKa3bliBaTb B NMpeaoCtaB/IEHNN NEPCOHAJIbHbLIX AdHHbLIX B CllydadaX npeayCMOTPEHHbIX

3aKOHOAaTENbCTBOM;,

e UNCMOJIb30BAaTb MepPCOHaJIbHblE [AaHHbIE Cyﬁ'bEKTa 6e3 ero cornacus B cnydadax,

npeayCcMOTpPEHHbIX 3aKOHOA4ATENbCTBOM.

7.MpaBa n 06513aHHOCTN CybbeKTa NepcoHasibHbIX AAaHHbIX

7.1.CybbeKT nepcoHasnbHbIX AaHHbIX MMEET NpaBo Ha:
a. YTOYHEHWEe CBOUX MepCOHaNbHbIX AaHHbIX, UX BNOKMPOBAHME WU YHUUTOXEHUE
B Cflly4yae, ec/n nepcoHasibHble AaHHble ABASATCA HEMOSHbIMWU, YCTapeBLUNUMMU,
HEeAOCTOBEPHbIMW, HE3AKOHHO MOSTIYYEHHbIMU WIN HEe ABASAITCAS HeobXoAMMbIMU
ANg 3asBNeHHOM uenn obpaboTku, a TakxkKe Ha NpUHATUE MpenyCMOTpPEHHble

3aKOHOM Mepbl MO 3alluTe CBOUX MpaBs;

b. nonyuyenune nHdopmauunn, Kacatowencs obpaboTkm ero nepcoHasbHbIX AAHHbIX,
B TOM 4uncne coaepxallen:

e noaTeepxaeHue dakta 06paboTkm NepcoHanbHbIX AaHHbIX OnepaTopoM;

e MpaBOBble OCHOBaHMUA U Lienn 06paboTKM nepcoHanbHbIX AAHHbIX;

e uUenn un npuMmeHsieMble OnepaTtopoM cnocobbl 06paboTkM mnepcoHasnbHbIX
OAHHbIX;

e HaMMeHOBaHMe W MeCTO HaxoxaeHuss OnepaTopa, cBeaeHMs O nuuax (3a
nucknovyeHmem  pabotHmkos  Onepartopa), KoTopble WMeT AOCTyn K
nepcoHanbHbiM AAHHbIM WMAM KOTOPbIM MOryT ObiTb PaCKpPbITbl MepCcoHasbHble
AaHHble Ha oOcCHOBaHuM poroopa ¢ OnepatopoM WAM  HA OCHOBaHWUMU
dhenepanbHOro 3aKoHa;

e ob6pabaTbiBaeMble MepCoHanbHble AaHHble, OTHOCALIMECS K COOTBETCTBYIOLWEMY
cybbeKkTy nepcoHanbHbIX AaHHbIX, NCTOYHUK MUX MOSyYEHUS, eCNn UHOW NopsSAoK
npeacraBieHnsa Takux AaHHbIX HE NpeaycMOTpeH deaepasibHbiM 3aKOHOM;

e Cpoku 06paboTkm NepCcoHasnbHbIX AAHHbIX, B TOM YNC/1E€ CPOKN UX XPaHEHUS;

e MOpPSAOK  OCYyLUeCTB/eHMs  CybbeKTOM  nepcoHanbHbIX  AaHHbIX  Mpas,

NpefyCMOTPEHHbIX HacToswmM deaepasnbHbiM 3aKOHOM;
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e uvHbopMaumo 06 OCyLWeCcTBIEHHON WAM O npeanosnaraeMoin TpaHCrPaHWUYHOWM
nepepaye AaHHbIX;

e HaMMeHOBaHWe unn haMuanio, UMs, OTYECTBO U agpec NnLa, OCyLLECTBISOWEro
06paboTKy nNepcoHanbHbIX AaHHbIX MO NopydyeHunto OnepaTtopa, ecnm obpaboTka
nopy4yeHa unm byaeT nopyyeHa TakoMy nmuy;

e VHble CBeAEHUsl, NpeayCMOTpeHHble deaepanbHbIMU 3aKOHaMW;

c. obxanoBaHue gencreun unu 6esgenictens OnepaTtopa;

d. 3alnTy CBOUX MNpaB W 3aKOHHbIX WMHTEpEecoB, B TOM 4ucine Ha BO3MelWeHune

ybbITKOB 1 (MK) KOMNEHCaUUo MopasibHOro Bpeaa B cyaebHoM nopsgke.

8. 3aknwunTtesnibHblie NoJI0XKeHUsA

8.1.Hactoqwasa TlMonutuka noanexuT M3MEeHEHUo, AOMOSIHEHWK B C/lydae MosiB/IEHUS
HOBbIX 3aKOHOAATEe/IbHbIX aKTOB W creumanbHblX HOPMaTUBHbIX [AOKYMEHTOB MO
06paboTKe 1 3aWmnTe NepCoHasnbHbIX AAHHbIX.

8.2.Hactoqwas lMonutnka sBnseTcs BHYTPEHHWUM AOKYyMeHTOM OnepaTtopa v noanexuvTt
pa3MeLlleHunio Ha odurumanbHoM cante OnepaTtopa.

8.3.KoHTponb wucnonHeHns TpeboBaHM HacTodwen [loNNTUKM  OCYyLLecTBASEeTCH

ropnanyecknMm oTaesniom KoMmnaHuu.



